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Control Requirements

Bonnie Klein
Defense Technical Information Center

Approved for Public Release
U.S. Government Work; Not copyrighted in the U.S

®

Information for the Defense Community ( » i E ==




What we can share

— with the public

— within government
— within the agency

Depends on

— legal limitations

— policies and regulations

— Intellectual property rights

Categories (Designation, Markings, Metadata)
— Public release

— Classified

— Controlled Unclassified
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Government agencies
— Information centers and repositories
— Libraries

— Record centers
— Office collections
Government outsourced activities

— Government-Owned, Contractor Operated (GOCOQO) facilities; i.e.,
National Labs

— Federally Funded Research & Development Centers (FFRDC)
— Industry & academia contractors, grantees, partners
» Legitimate business relationship
» Authorized to receive, collect, use, disseminate and store
government controlled information
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Primary distribution
— Documents created by your agency

— Responsible for the content, controls, markings and release
decisions.

Secondary distribution

— Documents created by others who are responsible for
determining primary and secondary distribution.

— Subsequent uses controlled in accordance with markings
specifying authorized recipients or purpose

Internal use only
— Controlling office authorizes agency use only.
Release on a case-by-case

— Controlling office must review and approve every request for
release
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|dentification

— Each item needs review
— Sort into control category
Markings

— More than one may apply; most restrictive trumps

— Do they exist

— Are they current

— Are they correct
Processing and storing

— Appropriate-level accredited IT systems

Dissemination
- Authentication
- Authorization
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Warn or advise recipients and users of the information of its nature,
purpose, origin and conditions for release

Set conditions for authorized distribution, release, use and
disclosure without additional approvals by the originator or
controlling office.

Foster sharing and safeguarding consistent with
— National security requirements

— U.S. law

— Contracts

— Intellectual Property Rights
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Public Information
% Title10 (Energy) CFR § 810.3

1. Available In periodicals, books, or other print or electronic media for
distribution to any member of the public, or to a community of
persons such as those in a scientific, engineering, or educational
discipline or in a particular commercial activity who are interested Iin
a subject matter,

2. Available in public libraries, public reading rooms, public document
rooms, public archives, or publlc data banks, or in university
COUrses;

Been presented at an open meeting;

Made available internationally without restriction on its further
dissemination; or

5. Contained in an application which has been filed with the U.S.
Patent Office and eligible for foreign filing under 35 U.S.C. 184 or
which has been made available under 5 U.S.C. 552, the Freedom of
Information Act. Public information must be available to the public
prior to or at the same time as it is transmitted to a foreign recipient.

Information for the Defense Community ( ® : E Ll

> W



Public Release

— May be made available or sold to the public and foreign nationals,
companies, governments, including advisory governments, and may
be exported. [DoDD 5230.24 Distribution Statements on Technical Documents]

Public Disclosure

* Making technical data available without restricting its dissemination
or use. [DoDD 5230.25 Withholding Unclassified Information from Public Release]

Cleared for Open Publication

— May be released without restriction by the originating component or
authorized agent. [DoDI 5230.29 Security and Policy Review for Public Release]

Public Domain

* Information that is published and generally accessible or available to
the public . [ 22 CFR Change 1 and ITAR 120.11]
— Careful! This is different from copyright public domain. It does not

mean absence of intellectual property protection or describe works of
the U.S. Government not subject to U.S. copyright
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Executive Order 13526, "Classified National Security Information”
December 29 2009

Executive Agent - National Archives Information Security Oversight
Office http://www.archives.qov/isoo

Three levels of classification

TOP SECRET: Unauthorized disclosure could cause exceptionally
grave damage to national security

SECRET: Unauthorized disclosure could cause serious damage to
national security

CONFIDENTIAL: Unauthorized disclosure could cause damage to
national security

Accredited classified IT systems & networks
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http://www.archives.gov/isoo

No central authority record; consult agency repositories
25 year rule is for review
No automatic declassification or public release

Agency review options
— Declassify: No longer causes damage to national security
— Exempt: Classify beyond 25 years

— Exclude: Restricted Data/Formerly Restricted Data and
iInformation governed by the Atomic Energy Act of 1954

— Refer to the originator; one agency cannot declassify another
agency'’s information

» Multiple authorities
» Original controlling office may no longer exist
» NO subject matter experts available to conduct review
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Unclassified information withheld from public release

— owned by, produced by or for, or under the control of the
executive branch of the United States Government.

— safeguarding measures or limits on dissemination required by
statute, regulation or approved written agency policy

— where disclosure would compromise legitimate interests, such as
privacy, business proprietary information, law enforcement...

* Physical and IT controls

NIST approved crytographic vendor algorithms
http://csrc.nist.gov/index.html

« EXxecutive Agent: National Archives http://www.archives.gov/cui/
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Freedom of Information Act (FOIA) Exemption
FOUQO (For Official Use Only)

Distribution Statements

Personally Identifiable Information (PII)
Export Control

Proprietary legends per FAR/DFARS

Agency imposed

© Copyright

Other

®

Information for the Defense Community (» : E =




All books, papers, maps, photographs, machine-readable
materials, or other documentary materials, regardless of
physical form or characteristics

Made or received by an agency of the United States
Government under federal law or in connection with the
transaction of public business

Preserved or appropriate for preservation...as evidence of the
organization, functions, policies, decisions, procedures,
operations, or other activities of the Government or because of
the informational value of the data in them.

Does NOT include library and museum material made or
acquired and preserved solely for reference or exhibition
purposes, extra copies of documents preserved only for

convenience
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Does a born-digital or digitized copy hold the same legality as a
paper document with original signature?

NARA CFR Part 1234 -- Electronic Records Management
http://www.archives.qgov/about/requlations/part-1234.html

§1234.26 Judicial use of electronic records

Electronic records may be admitted in evidence to Federal courts for
use in court proceedings (Federal Rules of Evidence 803(8)) if
trustworthiness is established by thoroughly documenting the
recordkeeping system's operation and the controls imposed upon it

Admissibility in Federal Court of Electronic Copies of Personnel
Records. May 2008. Department of Justice Opinion of Office of

Legal Counsel for Office of Personnel Management.
www.justice.gov/olc/2008/electronic-personnel-records.pdf
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Guideline for Federal Records Managers or Custodians.
U.S. Dept of Justice, Justice Management Division,
Systems Policy Staff, Oct. 1990. http://www.lectlaw.com/files/crf03.htm

Destroying Paper after Imaging Best Practices." Recommendations

subject to legal discovery and legal admissibility in a court of law.
www.blackburnconsultinginc.com/DestroyingPaperafterimaqing.pdf

The Uniform Photographic Copies of Business and Public Records
as Evidence Act

Electronic Signature in Global and National Commerce Act (E-Sign)
Uniform Electronic Transactions Act (UETA) (2000)
Federal Rules of Civil Procedure (2006)
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http://www.lectlaw.com/files/crf03.htm
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Classified national defense and foreign relations information.
Internal agency personnel rules and practices.
Information prohibited from disclosure by federal law.

Trade secrets and commercial or financial information that is
privileged or business confidential.

Inter- or intra-agency memaos or letters protected by legal privileges.

Personnel, medical, financial, and similar files that if disclosed would
constitute a clearly “unwarranted invasion of personal privacy.”

Certain information compiled for law enforcement purposes.
Records for regulation or supervision of financial institutions.

Geological and geophysical information and data, including maps,
concerning wells.

Department of Justice http://www.justice.gov/oip/04 7.html
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« Applies to Unclassified information

— May be exempt from mandatory release to the public under the
Freedom of Information Act (FOIA)

— Not cleared for public release
— Working papers, predecisional drafts

» Access and Distribution
— Agency policies vary

— Authorized use within the Agency and between its officials,
contractors, consultants, grantees and partners in the conduct of
official business
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Guide to Distribution Limitation Markings of CENDI Agencies:
NASA, DOE, DoD (CENDI/07-3) (Updated February 2009)
http://www.cendi.gov/publications/07-3dist_lim_markings 2009.htm|

DoDD 5230.24 Distribution Statements on Technical Documents

Format: Distribution authorized to (Audience); (Reason); (Date of

Determination. Other requests for this document shall be referred to
(Controlling Office)

— Four (4) components
» Audience (7 categories)
« Reason for limitation (10 choices)
« Date of determination
« Controlling Office
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White House Office of Management & Budget: Information Policy
Privacy Guidance _ _
http://www.whitehouse.gov/omb/inforeq_infopoltech#pg

Pll can be used alone to distinguish or trace an individual’'s identity
or when combined with other personal or identifying information
linked or linkable to a specific individual, e.g., * Name *Social
security number *Biometric records *Date and place of birth *Etc

Privacy Impact Assessment (PIA) required

— Ensure handling conforms to applicable legal, regulatory, and
policy requirements regarding privacy,

— Determine the risks and effects of collecting, maintaining and
disseminating information in identifiable form in an electronic
information system, and

— Examine and evaluate protections and alternative processes for
handling information to mitigate potential privacy risks.

®
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Job-related contact information
Personal contact information

Personnel files
Professional biography

Government credit card activity

Confidential Financial Disclosure Report

Personal medical information
Human subject testing

Legacy information — Redact or not?
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Native American Tribal-Agency Confidentiality

Burial and Sacred Sites
“Unwarranted invasion of personal privacy”
USAF v. Rose (425 US, 2152, 370-376, 1976)

« DoD Native American Lands Environmental Mitigation Program
(NALEMP) https://www.denix.osd.mil/portal/page/portal/NA/Policy

 Executive Order 13007 Indian Sacred Sites
http://www.ibsgwatch.imagedjinn.com/learn/13007.htm

« Federal Laws and Acts Protecting Burial Sites
http://www.portal.state.pa.us/portal/server.pt/community/federal laws and acts
protecting burial sites/1876

« Tribal-Agency Confidentiality: A Catch-22 for Sacred Site Management?
by E Plaut http://www.boalt.org/elg/documents/elq36-1-03-plaut-2009-0420.pdf
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« Authority

— International Traffic in Arms Regulations (ITAR) (22 C.F.R. Parts
120-130), Department of State www.pmddtc.state.gov

— Export Administration Regulations (15 C.F.R. 300 et seq.)
Department of Commerce www.bis.doc.gov

e Access and Distribution
— Only U.S. Persons, i.e. citizens and permanent resident aliens
— Non-Government entities and persons must certify eligibility
— Release to foreign entities contingent on export license

« Criminal liability and penalties
— Fine and imprisonment

®
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Export Control Warning must appear on analog and digital “covers”

— “WARNING - This document contains technical data whose export
IS restricted by the Arms Export Control Act (Title 22, U.S.C., Sec
2751, et. seq.) or the Export Administration Act of 1979,
asamended, Title 50, U.S.C., App. 2401 et. seq. Violations of
these export laws are subject to severe criminal penalties.
g)é%soerznérlate In accordance with provisions of DoD Directive

When it is technically infeasible to use the entire statement, an
abbreviated marking may be used, and a copy of the full statement
added to the “Notice To Accompany Release of Export-Controlled
Data” required by DoD Directive 5230.25 (reference (c)).

®
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Catch-all phrase with no precise definition in the law.
Refers to information that is owned by someone.

The owner has a proprietary right, i.e., a legal property right, in the
Information giving a competitive edge by excluding others from
using, selling, reproducing, displaying or distributing the information
The term encompasses, among other things

trade secret data

commercial or financial information

limited rights data and restricted computer software

contractor bid or proposals

source selection information

invention disclosures, and

technical data, drawings, designs, specifications and know-how.
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Contractor owns the intellectual property
Government gets a license
— License determines what the government may do with the work
— Dictates uses and distribution inside and outside government
— Applies to both the physical item and its intellectual content

Data Rights clauses

— Federal Acquisitions Regulation (FAR)
FAR 52.227-14 through FAR 52.227-19

— Defense Federal Acquisitions Regulation Supplement (DFARS)
DFARS 252.227-7013 through DFARS 252.227-7022

Licenses

— Unlimited

— Government purpose
— Limited

— Restricted

— Small Business Innovation Research

— Specifically negotiated
— Special Works

®
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Controlled Unclassified Information
Proprietary Information
Contract Government Data Rights

 Government Purpose

— Any activity in which the United States Government is a party,
Including cooperative agreements with international or multi-
national defense organizations, or sales or transfers by the
United States Government to foreign governments or
International organizations.

— Government purposes include competitive procurement, but not
commercial activities.

« Government Purpose Rights

— Use, modify, reproduce, release, perform, display, or disclose
technical data within the Government without restriction; and

— Release or disclose technical data outside the Government and
authorize persons to whom release or disclosure has been
made to use, modify, reproduce, release, perform, display, or
disclose that data for United States government purposes.

— Becomes unlimited rights after 5 years
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Unlimited Rights

The Government is granted for itself and others acting on its behalf
a paid-up, nonexclusive, irrevocable worldwide license in the work
to reproduce, prepare derivative works, and perform publicly and
display publicly by or on behalf of the Government for any purpose.

Government essentially has same rights as the owner
— Includes the right to distribute to the public

Default license when data delivered to the government is unmarked

®
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« Special Works clause requires the contractor to transfer intellectual
property developed under contract to the government.

DFARS 252.227-7020, Special Works
FAR 52.227-17, Rights in Data—Special Works
— Types of information, but not limited to:

Audiovisual works; motion picture scripts; musical compositions;
sound tracks; translations; adaptations;

Histories of agencies, departments, services, or units; surveys of
government establishments; and

Instruction, guidance, or training materials for government
officers and employees in the performance of their official duties.

Computer programs and source code
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“Special work” clause assigns IP rights to the Government

The Government owns/retains the copyright.

DFARS 252.227-7020, Special Works: License & Notice
http://www.acq.osd.mil/dpap/dars/dfars/ntml/current/252227.htm#252.227-7020
When a work is first produced, created, or generated under this contract,
and such work is required to be delivered under this contract, the
Contractor shall assign copyright in those works to the Government. The
Contractor, unless directed to the contrary by the Contracting Officer,
shall place the following notice on such works:

“© (Year date of delivery) United States Government, as represented by
the Secretary of (department). All rights reserved.”
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[ http://www.acq.osd.mil/dpap/docs/intelprop.pdf |

Table 2-2. Rights' in Noncommercial Compuier Software (CS) and Technical Data (TD) Covering Noncommercial fiems

Applicable to TD Parmitled Usas within Parmilted Usas oulside
Rights Category” or 57 Criteria for Applying Rights Categary Governmant Government”
Unlimited Rights |Both TD and C5 Davelupmuﬂ exclusively at Governmant
(UR) expensa; 4 also any dulnrurahlu of certain Unlimited, no restrictions.
types—regardiess of funding.”
Govarnmeant Purpose |Both TD and C5  |Development with mixed fur'-dlng."' |Ynlimited; no restrictians.  |Only for “Government pur-
Righis [GPR) posas”, no commercial use.
|Lirnited Rights [LR] |TD anly UHH'EEIPI'II!M exclusivaly sl private ex- Unlimited, excapt may not  |Emergency repairfovarhaul,
be used for manufaciure  Jevaluation by foraign govern-
miant.
Restricted Rights C5 only Dau-elnfmant exclusively at private ex-  |Only one computer at & Emergency repairfoverhaul,
(RR) punse |tiime; minimum backup cartain sarvicelmaintenance
copies, modification. contracts.
Prior Governmeant |Both TD and C5 |Whenever Gavernment has praviously Same as undar the presdous confract.
Rights acquired rights in the daliverable TODICS
Specifically |Both TD and C5  |Mutual agresment of the parties, uss Az negofialed by the parties, howaver,
Megatiated Licenses whenever the standard rights categories must not be less than LR in TD, an-d
Rights (SNLR) do not meat both parties’ nesads must not be less than RR in C5.°
Notes:

The standard slauses sdivess fghls Bl do sod incude delivery reguirements. The conlract must explhelly spacily Bie content, farmal, and

- Lalical Meeg io Specls Delverghiss .
delivery madiam Tor 2l 1P deliverables that are necessary lo meel Dol's needs. For TD, it ie necessary Lo apesily (he level of detsil and requirements Tor delivery in prefered slec-

tranicidigital formals. For G5, il is critical 1o epacily requirements for balh the esecutable code and the seurce code.

2

Mlansdatary Lsling Reguirsmarts All TD and CS to be deliversd with less than UR must b= identified in & list sttached 1o Ihe conlract. Pre-sward listing requirements are spacifiad
&1 DFARS 252 227.7017, post-award requirements are 8l DFARS 252 227701 3e) and -T014{e).

3. Relegse ProcaduresResliclions . Al sutherized third-paty recipientz of TOVCS wilh ather than UR musl eXher sign the standand WD from DFARS Z27-T103-7 of recaive the

A & @l M

i

Approved for Public

U.S. Government Work; Not copyrighted in the U.S

Release

TIWCE under a conlract containing DFARS 252 227-7025. Addilional nolice reguirernents exial for releases of LR data or RR eoliare.

Al gl b | ol Drashicabla | oool © Bee T Pl st

= R

o s e fiinedss B Hha danskarenant of Fhae Ram 1]

i
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Preprint: Author’s manuscript after agency review and public release
approval but prior to peer-review

— Publisher Ingelfinger rule

Publisher policy instituted in 1969 by Franz J. Ingelfinger, New
England Journal of Medicine editor, to protect from publishing
material that has lost its originality through prior publication.

— Agency-imposed pending peer-review

National Institutes of Health Public Access Policy

Agency-imposed Scientific, Technical & Medical Patent Filing
Any public use or sale in the United States or publication of the
invention anywhere in the world more than one year prior to the
filing of a patent application on that invention will prohibit the
granting of an U. S. patent on it. Foreign patent may be much
more restrictive than U.S. laws.

®
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SOFTWARE PROTECTION DURING
DEVELOPMENT

Azad M. Madni
Intelligent System: Techmology, Inc.

3250 Ocean Park Blvd, Suite 109
Sanmta Momics, CA P4

January 2004
Final Feport for 20 July 20403 — 19 Jamoary 2004
This i= a Small Business Inmovation Besearch (5EIE) Phase I Eeport

Distribotion authorized to Dol components only; Proprietary Information,
Crifical Technology; Jamanary 2004, Other requests for this docoment shall be
referred to AFFL/SNT, WPAFE, OH 45433-T320.

WARNING - This & cus tnchmicl i wheos wzpert is rosiriceed by tha Arzms Expare
Canirad Ace (Tide 12, T, Sec IT5L, ot eq.} or the Expare Adoeasiorates Act of BFTF, 22 aoemded, (Tade
50, USC, App 2401, st ey ). Vialasian: of thess sxpare bows are mbpect i sevwre crimiml peeclie:.
Darzeos L d wich ths praviness af Dell Dirsccrs SEHLES,

{Encinds diix with any repradnced portions )

DESTREUCTION NOTICE - Diestroy by any method that will prevent disclosure
of comtents or reconstrocton of this document.

Copyright © 2004 Intelligmi Sywers Techaslop, bae. This werk b copyrighivd. The Usiied States bas for el nd
ethe o acting oo i Eokall an pakk-eg, Bomss. Aay sthar e of o=

ambject oo capyTighe r .

Scan October 7, 2010
« Are there any controls?
« Are they in force?

« What category is this?
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SOFTWARE PROTECTION DURING
DEVELOPAENT

Azad M. AMadni

Intellizent Syztem: Techzology, Inc.
3250 Ocean Park Blvd, Suite 100
Santa Momica, CA 90405

January 2004
Fimal Beport for 29 July 2003 — 20 Janoary 2004
This is a Small Bosiness Inmovation Research (SEIE) Phase I Beport

Dnsiribution anthorized to Dall components only; Proprietary Information,
Critical Techmology; Janawary 2004, Other reguests for this dornment shall be
referred io AFRL/SNT, WPAFE, OH 45433-T320.

WABRNING - Thi= & brmica] dnrn wheas export & restricred b the Ares Expare
Canirel Ace (Tide E2, TS, Sec 751, wt aeq.) or the Expare Adosssiratien Act of BFTF, 22 amemded, {Tads
5, USC, App 201, #t meq ). Vialacian: of these sxpare bews ars sabpect i severs crimiml peaalia:

Da rc L d wick the praviziess of Dell Dirscces SEILIS,

(Tmchnds iz with xzy reproducsd portens.)

DESTRUCTION NOTICE - Destroy by any method that will prevent disclosure
of comtents or reconstrocton of this document.

Cogyrighs © 204 Svwrs Techaosksp, Ine. This work i copengiind. The Uniied Stame bas for ol e
cthem arting @0 i Bakali an pakkez, Homss. Aay sthar ko of == B
skt e capryT ghe .

Proprietary notice
— SBIR protection expires Feb 2009

Export control warning
I — In effect until changed by originator

Distribution statement
— In effect until changed by originator
Copyright ©

— Unpublished work expires
01 Jan 2130 (2004 + 125 yrs)

Government data rights

— © Unlimited, paid-up, nonexclusive,
irrevocable worldwide license

®
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 Document originator? __ Your agency __Other agency
— Originating agency controls primary & secondary distribution and public release decisions

* Classified? Yes No

— Declassified? Public Release Review?

» Controlled Unclassified? Markings, legends, warnings?
—  For Official Use Only (FOUOQO)
— Freedom of Information Act (FOIA) Exempt
— Personal Identifying Information (PII)
—  Export Control
— FAR/DFARS Data Rights
— Proprietary, competition sensitive, contractor evaluation
— Premature dissemination
—  Other

* Public Release?
—  Publicly available now?
— Copyright? Work of the US Government?  Copyrighted?
—  Government Data Rights?
Other permission or license rights? GNU, Creative Commons, Negotiatied...

®
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« OMB-A130 Management of Federal Information Resources
Freedom of Information Act of 1966, as Amended (5 USC 552)
* Homeland Security Act of 2002 (Public Law 107-296, 116 Stat. 2135)

 Health Insurance Portability and Accountability Act (HIPAA) Security
Regulations 45 CFR Parts 160, 162, and 164

« Family Educational Government Rights and Privacy Act (FERPA) Regulations
CFR Part 99

* Foreign Assistance Act of 1961, as amended
* Privacy Act of 1974
« Computer Security Act of 1987
* Trade Secrets Act
» Federal Managers Financial Integrity Act of 1982
Federal Information Security Management Act (FISMA) of 2002

Approved for Public Release

U.S. Government Work; Not copyrighted in the U.S -
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Home = CENDI Home Page

Welcome to the CENDI web site

CENDI's visfon is to provide its member federal ST| agencies a cooperative enterprise where capabilities are shared and challenges are faced together sa that the sum of
accamplishments is greater than each individual agency can achieve on its oum.

CENDI's mission is to help imprave the productivity of federal science- and technology-based pragrams through eftective scientific, technical, and related information-support systems. In
fulfilling its missian, CENDI agencies play an important role in addressing science- and technology-hased national priorities and strengthening U.S. competitiveness.

CENDI is an interagency working group of senior scientific and technical information (ST1) managers from 14 LL5. federal agencies:

Defense Technical Infarmation Center (Department of Defense)

Office of Research and Development & Office of Environmental Information (Enviranmental Protection Agency)
Government Printing Office

Library of Cangress

MAZA Scientific and Technical Information Program

Mational Agricultural Library (Depatment of Agriculture)

Mational Archives and Recards Administration

Mational Library of Education (Department of Education)

Mational Library of Medicine (Department of Health and Human Services)
Mational Science Foundation

Mational Technical Information Senice (Department of Commerce)
Mational Transportation Library (Depatment of Transportation)

Office of Scientific and Technical Information (Department of Energy)
USGS/Biological Resources Discipling (Departrment of Interiar)

These programs represent over 97 % of the federal research and development budget.

The CENDI web site is hosted by the Defense Technical Information Center (DTIC), and is maintained by the CENDI secretariat.

www.cendi.gov

What's New

Workshop 2: Evaluating Digitization and
Digitization Equipment
- lssues and Answers in Digitization
Warkshop Senes sponsored by
CENDI, FLICC and FADGI October 7,
2010, presentation is now available
onling.

Workshop 3: Before You Digitize - What

Are the Legal |ssues?
- Issues and Answers in Digitization
Warkshop Series sponsared by
CENDI, FLICC and FADGI Octaber 7,
2010, Library of Congress,
Washington, DC. Registration is now
open.

Open Source Software and Copyright:
Legal and Business Considerations for
Government Use - sponsored by CENDI,
the Law Library of Congress, and the
Federal Library and Information Center
Committee July 26

Agenda and Presentations

WGGD/CENDIEPA Scientific Data

Management Workshop - sponsored by

IWGGD/CENDI/EPA June 29-July 1
Agenda and presentations. Additional
presentations to be posted as
avaliable.

CENDI-NFAIS Upcoming Workshop:
Mobile Computing: Delivering Content
to the Research Community

WARA Moy 18. Details...
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